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System shutdown
highlights
importance of
infrastructure
Investment

By SHELDON H. JACOBSON

nJan. 11, the Federal
O Aviation Administra-

tion Notice to Air
Missions system failed. This
resulted in a nationwide
ground stop, impacting thou-
sands of flights and thousands
of passengers.

Could this failure have been
avoided?

The National Airspace
System s the highway for air
travel, with the FAA serving as
the de facto “traffic cops.” One
of their objectives is to ensure
the safe and efficient flow of air
travel, from the moment air-
planesleave their departure
gate, on theirtrek to the run-
way, between takeoffand
landing, and their path back to
adeplaning gate. With around
25,000 flights every day, air
traffic controllers are the un-
sung heroes of air travel in the
United States.

Yet theirjob is only as effec-
tive as the computer systems
available to monitor flights
and possible hazards that can
compromise air travel safety.

The Notice to Air Missions
system is designed to provide
short-term information for
pilots prior to their departure.
These may include emerging
bird hazards at airports, run-
way closures or low-altitude
construction obstacles that
may be temporary or transient,
all of which provide informa-
tion that supports pilotsand

safe airtravel.

The failure of the Notice to
Air Missions system may have
been due to either software or
computer hardware. A corrupt
database file appears at the
root of theissue. No matter
what the cause, any system
that provides useful informa-
tion to pilots and enhances
flight safety is critical. Given
that the FAA was communi-
cating such information over-
night via telephone hotlines,
this suggests that the informa-
tion was available, but the
computer systems used to
relayit had broken down.

Will such a failure occur
again?

Every computer system in
use byair traffic controllers is
vulnerable. Whether it be due
to cyberattacks, software
glitches or hardware break-
downs, any computer system
can fail. Thatis why any soft-
ware involved should have
multiple backups or redun-
dancyto ensure that ifa hard-
ware failure (or even a ransom-
ware attack) occurs, mecha-
nisms are in place to restore
the system as quickly as pos-
sible.

This incident highlights
howvulnerable our nation’s
critical infrastructures are to
disruption. The ripple effect of
anational air system ground
stop for a few hours percolated
into thousands of flights de-
layed or canceled, with many
noteven scheduled during the
initial ground stop. This may
seem odd to most travelers,
who wonder why theirlp.m.
flight was delayed or canceled
given that the ground stop
ended ataround 9 a.m.

The lessons learned from
the FAA ground stop is that
safety must always come be-
fore efficiency and service. Air
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travelis a national treasure,
with the ease at which people
and goods can safely move
across the nation.

Computer systems can fail
based on the age of the hard-
ware, or glitches in the soft-
ware. Maintenance and up-
dates can avert many such
failures, but not all. Given that
system failures like the one just
experienced arerelatively rare,
this suggests that air traffic
controllersare doing agood
jobinspite of system limita-
tions.

Canthey dobetter? Of
course. Butat what price? Like
any maintenance schedule, the
costof maintenance mustbe
balanced against the cost of
failure.

Asthe FAA was critical of
Southwest Airlines for its
failed computer system a few
weeks ago, an FAA computer
system failure shut down the
air system, costing airlines
millions of dollars. Lessons
learned from both computer
system failures are noteworthy
for all stakeholders to heed.

In a few days, the memory
of the Notice to Air Missions
system failure will be forgot-
ten. The importantlesson
learned ishowvulnerable our
critical infrastructures are to
anytype of failure, and why
investments in critical infra-
structures are important for
everyone.
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