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TOWN SQUARE A PLACE TO BE HEARD

COMMENTARY

Facial recogmtlon will transform airport security

By Sheldon H. Jacobson
Chicago Tribune.

Imagine using technology
that never forgets a face, while
improving airport security an
shorteninglines. Such technology
exists and may be coming to an
airportnear you.

Every flyer over the past two
decades knows that airport secu-
rity procedures involve a lot of
unpacking, screening and repack-
ing. This is the price that must
be paid for using commercial air
travel.

Yet, it does not need to be this
‘way, and the Transportation
Security Administration has the
rightidea in testing and deploying
biometrics such as facial identifi-
cation technology at airport secu-
rity checkpo mts

Although travelers believe
that the most important task
undertaken by the TSA is detect-
ing threat items, the true role
of airport security screeningis
ensuring that you are the person
you claim tobe.

‘The TSA hasbeen working on
‘moving more passengers from
“unknown” to “known” status
for more than a decade. The
first effortin this regard was the
introduction of TSA PreCheck
in 2011, which gives travelers the
privilege (for a fee) of accessing
expedited screeninglanes. This

in place

‘means that your shoes can stay Amanuses the new Credential Technology (CAT) facial Los Angel Airport asit: at
on, your computers and electron-  that airport in March 2022. Y
ics can stay in your carry-on bag,
and]jghtouterwearcanremain regrettably have been delayed Once aperson’s identity is freely provided. overnight. It will take many years
until 2025, as a requirement for confirmed using facial identifi- As for the security of such ‘before facial identification tech-
The launch of facialidentifica- airtravel provide amore robust canun(schnology,(hsymavbe Ehom data,the cyberworldhas  nology s sufficiently robust to
identit subjecte ning,  been tobethe Wild ~effect such massive changes.

eﬂ'orts and has the potential to

Fsmal |dennhcsuon technol-

‘much like those who have been
vetted by TSA PreCheck. As more
people opt in to the facial identifi-
cation program, the aggregate air
systemriskis reduced.

e biggest criticism of facm]

ay thatairport  ogy take: toaneven
security checkpoints are deslgned ‘higher level of robustness. It is
and operated. now being tested on alimited
Facial identification technol- scale at 16 airports. Passengers
ogy ensures that youarewhoyou  are vcn the opportunity
tobe. When i t by optingin at these
yourself ata checkpoint, your face  locations.

ecomes your entry pass, based
onarepository of pictures that
you have voluntarily provided

perceived mvasluncfprwzcy

‘West for criminals. Much of what
we do on our phones may be more
‘vulnerable to intrusion than the
photos stored by the Department
of Homeland Security.

The long game for facial iden-
tification technology s screen-

ingin real time. This means that

After more than decad
apost-9/11 world, most travelers

an
at checkpoints. Yet the photos

past. The
assembled from passports or

visas.
Another technology the TSA
has deployed to enhance iden-
tity verification is Credential
Authentication Technology. This,
in concert with REAL IDs, which

believe that eurportscreemngls bemgusedtomatchyour identity,
forapass-
gemngomo planes. In real:ty, Lhe pon or pammparmgmthe Global

for stoppingbad people from
inflicting harm to the air system.
By elevatingidentity validation,
the need for threat item detection
s reduced.
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checkpoints without stopping,
with none of their personal items
requiring screening.

This futuristic vision for airport
security is a far cry from thenu’gy
ical screemng centered approach

‘However, the technology isa
game changer. Ttadds a layer of
security that will revolutionize
airport screening, Once imple-
mented and perfected, it will
create a pathway for an airport
screening experience that will be
eventually embraced as the new
‘model for airport security.
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