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United's tech outage shows breaking up with mainframes is still hard to do
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The technology glitch that left United Airlines flights grounded nationwide Wednesday night
involves software that dates back to the 1970s and runs on a mainframe computer.

The system, called Unimatic, contains information about each flight that ultimately is used
to calculate weight and balance of loads on aircraft and to track flight times.

“Weight and balance is critical to ensure that a plane can take off and fly safely,” says
Sheldon Jacobson, a computer science professor at University of Illinois Urbana-
Champaign who studies aviation safety. “Without such information, the risk to airplanes,
particularly when they take off, would be significant.”

United has experienced similar issues a handful of times over the years, but it’s certainly
notcommonplace.

Yet Wednesday's incident is another reminder that aviation — like other industries such as
banking, insurance and health care, which were early adopters of computers — still relies
on some very old technology.

Two years ago, the Federal Aviation Administration grounded flights nationwide after its
system for notifying aircraft crews went down.

Southwest Airlines suffered a massive operational meltdown during the peak of holiday
travel in 2022 that was, in part, blamed on an aging computer system used to schedule
flight crews.



“We always think about cyberattacks being such a big threat, but the friendly fire, or
problems with internal systems, are just as much of a problem,” Jacobson says.

One of the first things CEO Scott Kirby pointed out when he joined United in 2016 was its
outdated technology. The airline has been upgrading its technology for years, investing
heavily in mobile apps for customers and employees alike, which run on newer systems

built around the mainframe platform at the core of its operations.

United also has been migrating data and software from its own computers to the “cloud,” or
hardware maintained by vendors such as Amazon Web Services. Last year, Chief Financial
Officer Mike Leskinen told analysts the airline had moved “70%, 80%, 90% to the cloud, but
we still have to maintain that mainframe with 10% or 20% of the systems on that — on that
mainframe.”

United eventually plans to transition away from Unimatic. But it’s unlikely to completely
abandon mainframes — which remain popular for securely processing massive humbers of
transactions, such as reservations, boardings and baggage handling — anytime soon.

”This is part of critical infrastructure,” Jacobson says of the legacy computer systems.
“When you have a system that works, people tend to leave it alone. It’s very expensive to do
these upgrades. And one of the challenges is if you implement a new computer system, you
have to have a transition that can be very problematic. You have to keep one system
running and then switch to another.”

Some of United’s biggest operational disruptions from its 2010 merger with Continental
Airlines came from a switch to a single reservation system.

Of course, new technology platforms aren’t glitch-free, either. A faulty software update last

summer by cybersecurity vendor CrowdStrike crashed Windows computers around the

globe and impacted a number of airlines, including United, American and Delta, leading to
nearly 25,000 flights being canceled.
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